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1
Decision/action requested

It is requested to agree to the proposed new solution for TR 33.743 on the security of multi-hop multiple hop UE-to-Network Relay discovery Model B.
2
References

[1]
3GPP TR 23.700-03: " Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 3".
3
Rationale

This contribution is the proposal of a new solution of security of multi-hop UE-to-Network Relay discovery Model B.

4
Detailed proposal

**** START of CHANGE ****

6.Y
Solution #Y: Security of multi-hop UE-to-Network Relay discovery Model B
6.Y.1
Introduction

This solution addresses key issue #1: Security for multi-hop UE-to-Network Relay. 
The discoveree 5G ProSe U2N and the discoverer 5G ProSe Remote UE performs protected relay discovery as specified in clause 6.3.2.3.3 of TS 23.304[4] and clause 6.1.3.2.2.2 of TS 33.503[5].  
The intermediate U2N can relay and forward the discovery Solicitation/Response messages sent by the discoveree 5G ProSe U2N and the discoverer 5G ProSe Remote UE. The intermediate U2N can additionally insert necessary information (e.g. hop count) required to support multi-hop U2N relay in the forwarded messages. 

To protect the integrity and/or confidentiality of the information inserted/updated by the intermediate U2N, the intermediate U2N needs to obtain also a set of relay discovery security material from its own HPLMN, called as intermediate relay discovery security material in this solution for brevity. So that the forwarded relay discovery messages contain both original relay discovery Solicitation/Response message protected by the relay discovery security material associated with the discoveree U2N and also the additional information protected by the intermediate relay discovery security material associated with the intermediate U2N.
NOTE: The complete additional information (e.g. hop count) updated by the intermediate U2N that is required for multi-hop U2N relay is to be defined by SA2.

NOTE: There could be one or more intermediate U2Ns in the discovery message path. The maximum number of intermediate U2N(s) in the path is to be defined by SA2. This solution shows only two intermediate U2Ns as example.
6.Y.2
Solution details

The security procedure for multiple hop 5G ProSe UE-to-Network Relay Discovery with Model B is described as follows.
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Figure 6.Y.2-1: Example Model B Discovery operation supporting multi-hop UE-to-Network Relay

0a.
The discoveree 5G ProSe U2N is provisioned with the relay discovery security materials from its HPLMN as specified in clause 6.1.3.2.2.2 of TS 33.503[5]. 
The intermediate 5G ProSe U2N(s) and the remote UE are provisioned with the relay discovery security materials associated with discoveree U2N as discoverer UE as specified in clause 6.1.3.2.2.2 of TS 33.503[5].

NOTE: The intermediate U2N needs to be provisioned with U2N discovery security material to understand RSC being discovered.

0b.
The 5G ProSe intermediate U2N UE (e.g. U2N #1,  U2N #2) is also provisioned with the intermediate relay discovery security material used for protection of the forwarded discovery Solicitation/Response messages from its own HPLMN, acting as discoveree UE as specified in clause 6.1.3.2.2.2 of TS 33.503[5]. 
The 5G ProSe intermediate U2N, the discoveree 5G ProSe U2N and the remote UE are also provisioned with the intermediate relay discovery security materials associated with the neighbouring intermediate U2Ns, acting as discoverer UE as specified in clause 6.1.3.2.2.2 of TS 33.503[5].

1.  The discoverer Remote UE reuses the 5G ProSe UE-to-Network Relay Discovery Solicitation message as specified in clause 6.1.3.2.2.2 of TS 33.503[5] with the additional information (e.g. hop count) required for multi-hop U2N relay and protects the message with relay discovery security material obtained from step 0a.

2.  The intermediate U2N #1 receives the protected Relay Discovery Solicitation message, obtains the RSC and verifies the Relay Discovery Solicitation message based on the relay discovery security material associated with the discoveree U2N obtained from step 0a. If the verification is successful, the intermediate U2N #1 updates the hop information (e.g. hop count) and forwards the original Relay Discovery Solicitation message with the additional information (e.g. updated hop count). The forwarded message is protected by the intermediate relay discovery security material that the intermediate U2N #1 obtained from its HPLMN from step 0b.
3.  The intermediate U2N #2 received the protected message, obtains the RSC and verifies the original Relay Discovery Solicitation message based on the relay discovery security material associated with the discoveree U2N obtained from step 0a and the additional information based on intermediate relay discovery security material associated with the intermediate U2N #1 which was obtained from step 0b. If the verification is successful, the intermediate U2N #2 updates the hop information (e.g. hop count) and forwards the original Relay Discovery Solicitation message with the additional information (e.g. updated hop count). The forwarded message is protected by the intermediate relay discovery security material that the intermediate U2N #2 obtained from its HPLMN from step 0b.
4.  On receiving the Relay Discovery Solicitation message from the intermediate U2N #2 , the discoveree 5G ProSe U2N verifies the received Relay Discovery Solicitation message using the relay discovery security material associated with the discoveree U2N obtained from step 0a and the additional information based on intermediate relay discovery security material associated with the intermediate U2N #2 which was obtained from step 0b. If the verification is successful, the discoveree 5G ProSe U2N shall process the Relay Discovery Solicitation message as specified in clause 6.1.3.2.2.2 of TS 33.503[5].
5.  The discoveree U2N reuses the 5G ProSe UE-to-Network Relay Discovery Response message as specified in clause 6.1.3.2.2.2 of TS 33.503[5] with the additional information (e.g. hop count) required for multi-hop U2N relay and protects the message with relay discovery security material obtained from step 0a and additionally with the intermediate relay discovery security material associated with the intermediate U2N #2 which was obtained from step 0b.

6.  The intermediate U2N #2 verfies the protected Relay Discovery Response message and forward the message with the updated additional information and protect the forwarded message with the intermediate relay discovery security material that the intermediate U2N #2 obtained from its HPLMN from step 0b, same as step 3.
7.  The intermediate U2N #1 verfies the protected Relay Discovery Response message and forward the message with the updated additional information and protect the forwarded message with the intermediate relay discovery security material that the intermediate U2N #1 obtained from its HPLMN from step 0b, same as step 2.
8.
On receiving the Relay Discovery Response message from the intermediate U2N #1 , the discoverer 5G ProSe Remote UE verifies the received Relay Discovery Response message using the relay discovery security material associated with the discoveree U2N obtained from step 0a and the additional information based on intermediate relay discovery security material associated with the intermediate U2N #1 which was obtained from step 0b. If the verification is successful, the discoverer 5G ProSe Remote UE shall process the Relay Discovery Response message as specified in clause 6.1.3.2.2.2 of TS 33.503[5].

6.Y.3
Evaluation

**** END of CHANGE ****
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